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Nearly every state and territory in the U.S. requires a company that has, or reasonably believes
that it has, experienced a data breach that may involve the compromise of the personal identifiable
information of its customers to notify those individuals promptly. 3 After such a notice has been
sent by a company, there is often a race to the Courthouse by the plaintiffs’ bar to be the first (and
lead) counsel in a class action lawsuit against the company. Rather than waiting to identify
customers who have actually experienced identity fraud that was likely caused by the data breach,
in their zeal to be first, plaintiffs’ counsel often files a putative class action complaint naming a
handful of plaintiffs who have not experienced identity theft. Rather, the complaint alleges that the
plaintiffs have suffered an increased risk of future identity theft and that they should be able to
recover costs that they have incurred to mitigate that risk of future harm. The company should
respond to a complaint containing such allegations by filing a motion to dismiss under Rule
12(b)(1) of the Federal Rules of Civil Procedure for lack of subject matter jurisdiction on the
ground that the putative class action plaintiffs lack standing to sue.
A.

Article III Standing

The “case or controversy” language of Article III of the U.S. Constitution requires each plaintiff
who files a complaint in federal court to have standing to pursue each claim asserted. If the plaintiff
lacks standing to sue, the federal court lacks subject matter jurisdiction to decide the case and must
dismiss the complaint without prejudice.
If the defendant moves to dismiss the complaint for lack of standing, the plaintiff has the burden
of establishing the following elements: (1) injury-in-fact, which is an invasion of a legally
protected interest which is (a) concrete and particularized, and (b) actual or imminent, not
conjectural or hypothetical; (2) causation, in that the alleged injury must be fairly traceable to the
challenged action of the defendant; and (3) redressability, meaning that it must be likely, as
opposed to merely speculative, that the injury will be redressed by a favorable decision. See Lujan
v. Defenders of Wildlife, 504 U.S. 555 (1992). The motion to dismiss can proceed as a facial
challenge, meaning that the defendant asserts that the allegations of the complaint are insufficient
to establish standing, or a factual challenge, where the defendant submits evidence that the
jurisdictional allegations of the complaint are untrue.
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In a putative class action, any named plaintiff must allege that he or she has been personally injured
by the alleged wrongful conduct of the defendant. A named plaintiff cannot rely on injuries
allegedly sustained by unknown and unidentified class members. See Simon v. E. Ky. Welfare
Rights Org., 426 U.S. 26 (1976).
Where a plaintiff alleges that he or she will suffer future harm as a result of the defendant’s
purported wrongful conduct, as opposed to alleging that he or she has already suffered actual
injury, the alleged future harm must be “certainly impending” to constitute injury-in-fact, Clapper
v. Amnesty Int’l USA, 133 S. Ct. 1138 (2013), or there must be a “substantial risk” that harm will
occur. Susan B. Anthony List v. Driehaus, 134 S. Ct. 2334 (2014). Allegations of possible future
injuries are insufficient. And where the alleged injury requires a lengthy chain of inferences, courts
typically conclude that there is no injury-in-fact. Moreover, where the alleged injury is contingent
on the decisions and actions of unknown third-parties, courts generally decide that there is no
injury-in-fact.
Most of the data breach class action lawsuits that have been filed over the past few years have
alleged that the data breach only increased the likelihood that the named plaintiffs and the putative
class members may be victims of identity theft in the future. Few named plaintiffs have alleged
that they suffered actual identity theft. And if actual identity theft is alleged, it still must be fairly
traceable to the subject data breach and the harm must be redressable.
B.

Causation: Fairly Traceable

In re Science Applications Int’l Corp. Backup Tape Data Theft Litig., 45 F. Supp. 3d 14 (D. D.C.
2014) (“SAIC”), is a good example of a case where the “fairly traceable” element was applied. In
SAIC, a thief broke a window in the defendant’s employee’s car and stole the stereo, a GPS and
data tapes. The data tapes contained the medical records for 4.7M military families enrolled in
TRICARE. The data on the tapes included names, social security numbers, addresses, dates of
birth, phone numbers and medical information. But no financial data, such as credit card or bank
account information, were on the data tapes. Only two named plaintiffs alleged actual injury; the
rest of the named plaintiffs were dismissed because they alleged only the increased risk of future
harm.
Of the two plaintiffs who alleged actual harm, one alleged that a bogus loan application had been
submitted to American Express in his name. The information used for the loan application was on
the stolen data tapes, so this plaintiff had standing to sue. But the court noted that the plaintiff had
alleged a spate of other identity attacks against him that used personal information that was not on
the tapes.
The other plaintiff alleged that she had received unsolicited calls from medical companies on her
unlisted telephone number for a medical condition that was in the stolen tapes. The unlisted
telephone number was in the tapes also. Therefore, since there was a credible link between data on
the stolen tapes and the alleged injury, this plaintiff had standing to sue.
An example of a case where the court used the “fairly traceable” element to dismiss a case where
actual identity theft was alleged is In re Horizon Healthcare Services Inc. Data Breach Litig., No.
13-cv-7418 (CCC), 2015 WL 1472483 (D. N.J. Mar. 31, 2015). In that case, a thief stole two
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laptops containing unencrypted personal identifiable information for more than 839,000 members
of the defendant healthcare company, including names, addresses, member I.D. numbers, dates of
birth, and, for some, social security numbers and clinical information. Only one named plaintiff
alleged actual identity theft. Specifically, he alleged that a fraudulent tax return had been filed
under both his and his wife’s name. But since the wife’s personal information was not in the stolen
laptops, the court concluded that this alleged harm was not fairly traceable to the data breach.
Further, the court concluded that since this plaintiff had received the tax refund, the harm was not
redressable.
This same plaintiff also alleged that his credit card had been misused. But since his credit card
information was not in the stolen laptops, this harm was also not fairly traceable to the data breach.
C.

Types of Future Harm Typically Alleged
1.

Increased Risk of Identity Theft

The first and most common type of future harm that has been alleged by plaintiffs in data breach
lawsuits is the increased risk of future harm. But this type of alleged injury is usually dismissed
because there are often too many assumptions required to show that harm is “certainly impending.”
That is, there are too many “ifs.”
As noted by the court in SAIC, the thief would have to (1) recognize the data tapes that he stole for
what they were; (2) find a tape reader and attach it to the stolen device; (3) acquire software to
upload the data from the tapes onto a computer; (4) decrypt those portions of the data that were
encrypted; (5) acquire familiarity with TRICARE’s database format (which may require additional
software); and (6) either misuse a plaintiff’s personal identifiable information or sell it to a willing
buyer who would then misuse it. Since many of these “ifs” would be dependent on the actions of
unknown third-parties, the court concluded that they could not be considered for establishing
injury-in-fact for standing. SAIC, 45 F. Supp. 3d at 25-26 (citing Clapper, 133 S. Ct. at 1150)).
2.

Mitigation Expenses

Many plaintiffs in data breach lawsuits allege that they had to purchase credit-monitoring services
and that they incurred additional expenses in obtaining replacement accounts and credit- and debitcards, and that these reasonably incurred mitigation expenses should be sufficient to satisfy the
injury-in-fact element of standing. Most courts have held that mitigation expenses satisfy the
injury-in-fact element of standing if the plaintiff has also alleged actually injury that is fairly
traceable to the subject data breach. However, most courts to address this argument where the
plaintiffs only allege an increased risk of future harm have held that, absent a plausible showing
that the alleged future harm is “certainly impending” or a “substantial risk,” a plaintiff cannot
manufacture standing by choosing to make expenditures based on a hypothetical harms, no matter
how reasonable those mitigation efforts may be. See, e.g., Attias v. CareFirst, Inc., No. 15-cv-0082
(CRC), 2016 WL 4250232, at *4 (D. D.C. Aug. 10, 2016); Chambliss v. CareFirst, Inc., No. 15cv-2288 (RDB), 2016 WL 3055299, at *5 (D. Md. May 27, 2016).
3.

Loss of the Benefit of the Bargain
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Some data breach lawsuit plaintiffs include a contractual claim, alleging that the price that they
paid to the defendant for their health insurance, product, services, etc. included data protection
services, and that since the defendant failed to provide those data protection services, the plaintiffs
over-paid the defendant. This claim is a spin-off of a product liability theory adopted by some
courts where the product itself was alleged to be defective or dangerous and the consumers claimed
that they would not have purchased the product (or paid a premium for it) had they known of the
defect. Most courts to have confronted this claim in the data breach context have dismissed it. See,
e.g., Lewert v. P.F. Chang’s Bistro, Inc., 819 F.3d 963, 968(7th Cir. 2016); SAIC, 45 F. Supp. 3d
at 30 (holding that theory “too flimsy” to support standing). Moreover, the plaintiffs often fail to
plausibly allege: (1) that the value of the goods or services they purchased was diminished as a
result of the data breach; (2) how the price they paid for data protection was incorporated into the
price they paid for the products or services (i.e., they fail to quantify their alleged losses); and (3)
that the defendant understood that data protection was included in the purchase price (as a
contractual theory must allege a meeting of the minds between the parties).
4.

Statutory Violations

Some plaintiffs allege that the defendant violated various consumer protection statutes in
connection with the data breach, and that such violations cause injury per se or the statutes
themselves set a damage amount per violation, which satisfies the injury-in-fact element of
standing. Plaintiffs’ arguments here appear to conflict with the U.S. Supreme Court’s most recent
decision on the subject of standing in Spokeo, Inc. v. Robins, 136 S. Ct. 1540 (2016). In Spokeo,
the Court reiterated that Congress cannot erase Article III’s standing requirements by statutorily
granting the right to sue to a plaintiff who would not otherwise have standing. A statute concerns
the particularization, but not the concreteness, of alleged injury, and “Article III standing requires
a concrete injury even in the context of a statutory injury.” Spokeo, 136 S. Ct. at 1549. And a
concrete injury must be de facto; i.e., it must actually exist. Id. at 1543. Where a statutory violation
may result in no harm, the mere violation is insufficient to confer standing. See Attias, 2016 WL
4250232, at *5; see also Hancock v. Urban Outfitters, Inc., No. 14-cv-7047, 2016 WL 3996710
(D. D.C. Jul. 26, 2016) (plaintiffs’ claims that defendant retailers violated D.C. statutes by
requesting ZIP codes with credit card purchases failed to allege concrete injury-in-fact; violations
of statute alone insufficient for standing).
5.

Loss of Value of Personally Identifiable Information

A number of data breach plaintiffs have also alleged that the data breach has decreased the value
of their personally identifiable information, and that these allegations are sufficient for standing.
The courts have generally rejected this theory, primarily because the plaintiffs have not alleged
that they intended to sell their personal information on the cyber black market, and the plaintiffs
usually fail to allege how their personal information has been devalued by the breach. See, e.g.,
Attias, 2016 WL 4250232, at *5; SAIC, 45 F. Supp. 3d at 29-30.
D.

Cases Where Courts Have Held That Allegations of Future Harm Sufficient for
Standing

The most favorable jurisdictions for data breach class action plaintiffs are in the Seventh, Ninth
and, most recently, Sixth Circuits. Earlier this month, the Sixth Circuit Court of Appeals reversed
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the Southern District of Ohio’s ruling that the plaintiffs’ initial putative class action complaint
failed to allege injury-in-fact because no actual harm, rather only the increased of future harm, was
alleged. See Galaria/Hancox v. Nationwide Mut. Ins. Co., Nos. 15-3386/3387, 2016 WL 4728027
(6th Cir. Sep. 12, 2016). The Sixth Circuit concluded that the plaintiffs’ allegations were sufficient
because “[t]here is no need for speculation where Plaintiffs allege that there data has already been
stolen and is now in the hands of ill-intentioned criminals.” Galaria/Hancox, 2016 WL 4728027,
at *3. But this rationale appears to violate the well-settled standing rule that where alleged future
injury is contingent on the decisions and actions of unknown third-parties, there is no injury-infact. See Clapper, 133 S. Ct. at 1150; see also Simon v. E. Ky. Welfare Rights Org., 426 U.S. 26
(1976).
Moreover, the Sixth Circuit’s reliance on the Seventh Circuit’s decisions in Remijas v. Neiman
Marcus Group, LLC, 794 F.3d 688 (7th Cir. 2015) and Lewert v. P.F. Chang’s China Bistro, Inc.,
819 F.3d 963 (7th Cir. 2016), and the Ninth Circuit’s decision in Krottner v. Starbucks Corp., 628
F.3d 1139 (9th Cir. 2010), is suspect. In Remijas, 9,200 of the 350,000 customers of Neiman
Marcus whose personal identifiable information was stolen had experienced identity theft. In
Lewert, a named plaintiff had experienced fraudulent charges on the credit card that he had used
at P.F. Chang’s. Hence, the Seventh Circuit cases are distinguishable. And Krottner is a preClapper decision, which pre-dates the Supreme Court’s strong emphasis and reiteration in 2013
that alleged future injury must be “certainly impending” to satisfy injury-in-fact.
The Sixth Circuit also noted that the plaintiffs had cited to a study showing that in 2011, recipients
of data breach notifications were 9.6 times more likely to experience identity fraud, and had a fraud
incidence rate of 19%. Galaria/Hancox, 2016 WL 4728027, at *2. The majority of courts have
rejected these statistic arguments because “the degree by which the risk of harm has increased is
irrelevant – instead, the question is whether the harm is certainly impending.” SAIC, 45 F. Supp.
3d at 25. Indeed, in Strautins v. Trustwave Holdings, Inc., 27 F. Supp. 3d 871 (N.D. Ill. 2014), the
plaintiffs had cited to a similar 2012 study that showed that victims of a data breach were 9.5 times
more likely to be victims of identity theft in the future. The court noted that the same study also
stated that only 25% of data breach victims actually experience identity fraud which, if true, meant
that 75% of data breach victims never experience identity fraud. The Strautins Court held that such
a risk is not “certainly impending.” Strautins, 27 F. Supp. 3d at 877; see also SAIC, 45 F. Supp.
3d at 32 (“In a society where around 3.3% of the population will experience some form of identity
theft – regardless of the source – it is not surprising that at least 5 people out of a group of 4.7
million happen to have experienced some form of credit or bank account fraud.”) (citation
omitted).
Conclusion
A company served with a complaint seeking damages premised on a data breach that the company
has experienced should consider moving to dismiss the complaint for lack of standing. If the
plaintiffs only allege the risk of future identity theft, as opposed to actual identity theft, the
defendant will likely have a strong argument that the plaintiffs lack standing to sue. While the
Seventh, Ninth and Sixth Circuits have held that the allegations of future harm in those particular
cases were sufficient to confer standing at the pleading phase, those decisions may be
distinguishable on their facts from your company’s situation. And, in Remijas, the Seventh Circuit
indicated that it was unlikely that the plaintiffs other alleged injuries – (1) overpayment for
5

products, (2) loss of value of personal information, and (3) statutory violations (specifically,
violations of breach notification statutes) – would likely satisfy the injury-in-fact element of
standing. Remijas, 794 F.3d at 695-96.
Further, the U.S. Supreme Court has addressed the issue of standing on no less than three separate
occasions over the past three years – Clapper (2013), Driehaus (2014) and Spokeo (2016) – and
in each instance has reversed the Circuit Court’s decision finding standing based on the Court’s
prior-stated standing principles. That is, the U.S. Supreme Court does not seem inclined to expand
the scope of standing, and it may very likely in the near future grant certiorari of an appeal in a
data breach standing case to clarify the law in this regard and put an end to the growing split among
the Circuit Courts.
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Foreign Acquisitions of U.S. Companies: State Cybersecurity and Privacy Laws
Expand the Scope of Due Diligence by a Geometric Factor by George H. Wang and
Kenneth N. Rashbaum, Barton LLP
George H. Wang and Kenneth N. Rashbaum are partners in the New York office of Barton LLP.
In an age in which digital information is one of a company’s most valuable assets, a growing share of due diligence time and effort
is being devoted to compliance with laws and regulations governing the privacy and security of such assets. All businesses with
a website may be said to have reach into, and presence in, every state—therefore due diligence into information management
compliance of a U.S. target company requires cognizance of the laws of at least 52 separate jurisdictions comprising the 50 states,
the District of Columbia, and Puerto Rico. This article discusses the need to expand due diligence into privacy laws beyond U.S. federal
privacy laws to cover the breadth of U.S. state and territorial jurisdictions.
Federal Preemption Does Not Apply
Privacy law exemplifies the complexity of due diligence into acquisitions of U.S. companies. There is no all-encompassing national
privacy or cybersecurity law in the United States, but federal legislation or regulations impose safeguards in the protection of
digital information, particularly in the areas of financial services (including publicly traded companies), healthcare, and education.
Additionally, M&A attorneys should be aware that 47 states have statutes governing notification of breach of personal financial or
healthcare information. There is no standardization among these provisions—some states permit those aggrieved by the failure
to receive breach notifications to sue in state court, while others only allow for complaints to state agencies which, in turn, can
investigate and assess civil monetary penalties.
State laws that are stricter than federal legislation or regulations in the protection of federally regulated data (e.g., personally identifiable
health information, subscriber or accountholder data and certain information on students created by educational institutions) are
not preempted by federal law. In addition, certain state laws impose requirements not found in federal laws, such as requiring
documented information management policies and adoption of protocols for notification of data breaches. Therefore, an acquirer
must be cognizant of both the federal statutes pertinent to the industry of the target company and the applicable requirements of
the states in which the target does or may transact business. If the target company conducts business over the Internet, it may be
deemed to transact business in all 50 states and, therefore, a 50-state review may be advisable. The U.S. Supreme Court in J. McIntyre
Machinery, Ltd. v. Nicastro, 564 U.S. 873 (2011), limited jurisdiction of state courts to companies that “purposefully avail themselves”
of the markets in that state. But jurisdiction for litigation purposes is not the same thing as statutory or regulatory compliance, and
so an acquirer would be well advised to consider the laws of all U.S. states in which the company has done or may do business, either
by physical presence or over the Internet. In Pablo Star Ltd. v. Welsh Government, No. 16-CV-1167, 2016 U.S. Dist. LEXIS 33846,
*19–*20 (S.D.N.Y. Mar. 16, 2016), the court held that Internet presence alone would not provide a basis for personal jurisdiction, but
the question remains open as to how much more is required for “purposeful availment” of a state market by electronic commerce.
Health Information: Strong Federal Regulation, but Ignore State Law at Your Peril
Most non-U.S. acquirers, particularly those from European Union countries, are familiar with the U.S. health privacy regulations
under the Health Insurance Portability and Accountability Act of 1996 (HIPAA). Regulations under HIPAA provide requirements for
privacy and security safeguards regarding medical treatment, condition, or payment that can be traced to an identifiable individual
by one or more of 18 specified identifiers. These regulations affect not only healthcare providers and health insurance plans, but
also, since the adoption of the Omnibus Final Rule in 2013, certain mobile health IT developers, consultancies and other entities that
access identifiable patient information in order to provide a service to a healthcare provider or plan now fall under the jurisdiction
of the HIPAA regulations. For the rules updated through March 26, 2013, see HIPAA Administrative Simplification Regulation Text.
While HIPAA regulations are enforced by the Office for Civil Rights of the United States Department of Health and Human Services
(OCR), the Omnibus Final Rule provides that state attorneys general may bring HIPAA violation proceedings if OCR declines to do so;
therefore, acquirers need to conduct diligence about pending state health privacy actions as well. Attorneys general in Connecticut,
Illinois, and California have brought such proceedings and, with the ongoing epidemic of healthcare breaches, more state attorneys
general will undoubtedly do so. In addition, states that permit claims based on a common law right of privacy may use the standards
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in the HIPAA regulations as a metric for standard of care. In 2014, the Connecticut Supreme Court, in Byrne v. Avery Center for
Obstetrics and Gynecology, 102 A.3d 32, 49 (Conn. 2014), held that “HIPAA and its implementing regulations may be utilized to inform
the standard of care applicable to such claims arising from allegations of negligence in the disclosure of patients’ medical records.”
The reach of state privacy laws, which would cover health information, may also extend beyond traditional healthcare organizations.
In Pierre-Paul v. ESPN, Inc., 2016 U.S. Dist. LEXIS 119597 (S. D. Fla. Aug. 29, 2016), a federal court in Florida recently allowed a claim in
negligence for violation of medical privacy brought by New York Giants football player Jason Pierre-Paul against the sports television
network ESPN, which had released medical records photographed and tweeted by a reporter that described Pierre-Paul’s treatment
for a fireworks-related accident.
State litigation, though, may not be the most significant exposure for an acquirer of a healthcare entity. A number of states have
explicit medical privacy regulations that are enforced by administrative agencies. State attorneys general may commence litigation
or investigations, but state departments of health may also commence proceedings for violations against patient or health insurance
plan subscribers. Florida recently passed an Information Protection Act, under which the Florida Attorney General may bring violation
proceedings and California’s Confidentiality of Medical Information Act (CMIA) has been extant for many years and has been enforced
in proceedings by the Office of the Attorney General of the State of California.
State Financial Information Safeguard Requirements Multiply
The media reports of attacks on financial services organizations, from banks as large as JPMorgan Chase to one and two-person
broker-dealers, are too numerous to list here. The recent financial information breaches have led the Financial Industry Regulatory
Authority (FINRA), the Commodities Futures Trading Commission, and the Securities and Exchange Commission to promulgate or
update regulations concerning protection of financial data. The Gramm-Leach-Bliley Act, which mandates certain confidentiality
controls for consumer financial information, has not been updated in recent years, but in 2016 the Federal Trade Commission, which
enforces this statute, sought comments to its draft revision of the FTC Safeguards Rule that would require measures to keep customer
information secure (https://www.ftc.gov/enforcement/rules/rulemaking-regulatory-reform-proceedings/safeguards-rule). Yet, if the
acquirer only asks about compliance with regulation by these federal agencies, the acquirer may be missing a potentially significant
risk of exposure to state proceedings.
As in the case of healthcare data, financial data protection has been the subject of numerous investigations by state attorneys general.
Attorneys General of Maryland, New York, California, and several other states launched investigations in the wake of the massive
breach of credit card information from Home Depot in 2014. The New York Attorney General participated in a multi-state settlement
with TD Bank over a breach of the data of 260,000 customers, 31,407 of whom were from New York (http://www.ag.ny.gov/pressrelease/ag-schneiderman-announces-multi-state-settlement-td-bank-over-data-breach). California’s experience with data breaches
led to a comprehensive breach report released in February, 2016 (https://oag.ca.gov/breachreport2016) and the promulgation of
minimum security standards cited in the previous paragraph.
The New York Department of Financial Services (NYDFS) has conducted audits of financial services organizations under its
jurisdiction since March of 2015, initially with a cybersecurity questionnaire (available at http://www.bartonesq.com/wp-content/
uploads/2015/04/4.2.2015-NYDFS-letter-to-cybersecurity-insurers.pdf). Organizations under the jurisdiction of NYDFS include
banks, investment companies, credit unions, insurers, and upwards of 2,200 other companies (http://www.dfs.ny.gov/about/
whowesupervise.htm).
In September 2016, New York’s Governor Andrew Cuomo announced that the NYDFS proposed cybersecurity regulations would go
into effect following a 45-day comment period unless modified. They would require covered financial services organizations to:
•

Prepare and implement a written information security plan and train the work force on that plan;

•

Establish a clear breach response protocol and report certain breaches to NYDFS;

•

Designate a Chief Information Security Officer;

•

Prepare detailed policies and procedures to monitor the security safeguards of third-party service providers;

•

Implement multi-factor authentication;

•

Perform quarterly vulnerability assessments and annual penetration analyses; and

•

Maintain an audit trail system that would log access to critical systems and system events including alterations to the audit
trail systems. (http://www.dfs.ny.gov/legal/regulations/proposed/rp500t.pdf)
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General Information Safeguards at the State Level Continue to Evolve
Privacy and information security requirements in many states cover regulated information in categories beyond healthcare and
financial information and may, in fact, be stricter than federal information safeguards. In the case of healthcare, following the 2013
effective date of the Omnibus Final Rule, state attorneys general may decide whether to proceed under these state provisions or to
bring proceedings for violations of the HIPAA Privacy or Security Rules. The Massachusetts Standards for the Protection of Personal
Information of Residents of the Commonwealth (201 CMR 17.03), discussed in further detail below, mandates precise safeguards
for the protection of sensitive personal information that falls into several categories, including financial data. The Office of the
Massachusetts Attorney General has brought a number of proceedings under these regulations.
In February 2016, the Office of the Attorney General of California, a state that has long been a leader in security and privacy
safeguards, adopted the 20 security controls of the Center for Internet Security’s Critical Security Controls as “a minimum level of
information security that all organizations that collect or maintain personal information should meet.” These safeguards provide more
comprehensive security safeguards than the CMIA (which comprises mostly privacy protections). The Attorney General’s February
2016 report states that these controls are a standard for information protection in California: “The failure to implement all the
controls that apply to an organization’s environment constitutes a lack of reasonable security.” It is possible that the Attorney General
may bring actions for failures to meet these standards; however, as the promulgation of these standards is relatively recent, it is
unclear whether courts will consider them as a metric for standard of care under California’s privacy laws.
Acquirers interested in target companies in, or that do business in, Massachusetts or California, or states with similar laws, should
consider incorporating inquiries regarding compliance with such laws and regulations in their due diligence questionnaires and review.
Conclusion
Dire economic consequences may await the acquirer who does not follow through on comprehensive due diligence of cybersecurity
risks. On September 22, 2016, Yahoo announced that 500 million Yahoo accounts were hacked in late 2014 by what Yahoo believed
was a state-sponsored actor. The Yahoo breach of information was announced publicly after the parties entered into a definitive Stock
Purchase Agreement earlier in July for the sale of all of the outstanding shares of Yahoo, as reorganized, to Verizon. This timing raises
questions regarding what information may or may not have been appropriately disclosed by Yahoo in due diligence with regard to
Verizon’s offer to purchase certain assets, as well as whether Verizon asked and followed up on responses that could have revealed
the existence of that massive breach. At best, Yahoo is likely to face a request for a significant purchase price adjustment, or Verizon
may seek to terminate the transaction completely.
Foreign acquirers of target companies in the United States should be cognizant of, and appropriately conduct their due diligence
procedures in a thorough manner given, the increasing promulgation of complex regulations and laws related to privacy and
cybersecurity issues at the state level, as well as federal regulations that have expanded dramatically in recent years. Conducting
an appropriately expansive due diligence review of a target’s compliance with federal and state regulations could avert potential
enforcement actions or litigation by state attorneys general, federal and state agencies, and individuals under a private right of action,
as well as potentially expensive market fallout.

This is an excerpt from Lexis Practice Advisor®, a comprehensive practical guidance resource providing insight from leading practitioners. Lexis Practice
Advisor includes coverage of the topics critical to attorneys who handle legal matters. For more information or to sign up for a free trial visit
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Introductory remarks
Definitions
Examples
•

Cyberextortion (DDoS attacks, file encrypting ransomware)

•

Espionage

•

Data leaks

•

Hacked databases

•

Social engineering (phishing, CEO fraud, advance fee fraud)

•

Drug and weapons trade (Darknet)

•

Harassment in social networks

•

Child pornography

www.baerkarrer.ch
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Regulatory framework
Relevant criminal offences

Swiss Criminal Code (SCC)
Category 1 – General provisions
•

Fraud (Article 146 SCC)

•

Blackmail (Article 156 SCC)

•

Document forgery (Article 251 SCC)

www.baerkarrer.ch
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Regulatory framework
Relevant criminal offences
Swiss Criminal Code (SCC)
Category 2 – Requirement of special protection of the
data (code, encryption, password)
•

Data theft (Article 143 SCC)

•

Unauthorized access to a
system (Article 143bis(1) SCC)

•

Furnishing data (passwords/applications) for the
purposes of unauthorized access to data processing
system (Article 143bis(2) SCC)

•

Personal data theft (Article 179novies SCC)

www.baerkarrer.ch
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Regulatory framework
Relevant criminal offences
Swiss Criminal Code (SCC)
Category 3 – No special protection of the data required
•

Damage to data (Article 144bis SCC)

•

Fraudulent misuse of a computer (Article 147 SCC)

•

Obtaining a service without payment (Article 150
SCC)

www.baerkarrer.ch
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Regulatory framework
Relevant criminal offences
Other legal provisions
•

Disclosure of manufacturing or trade secret (Article 162 SCC)

•

Obtaining a service without payment (Article 150 SCC)

•

Unfair Competition Act

•

Copyright Act

•

Trademark Protection Art

•

Data Protection Act

www.baerkarrer.ch

7

Criminal offences
Case studies

Case study 1
•

Hacked email account of a bank customer

•

Hackers managed to update contact (phone)
details of the customer

•

Instructions sent to the bank from the hacked
email address and properly executed

•

Phone conversation recordings requested by
the client

•

Injunction (interim measures) granted by court
(bank to refrain from deleting the recording)

www.baerkarrer.ch

Issues

•

Different voice of the caller

•

Improper performance of the
call-back procedure

•

Delegation of powers by the
Relationship Manager
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Criminal offences
Case studies

Case study 2
•

Bank employee facing redundancy goes on sick
leave

•

Bank's DLP software sends multiple alerts

•

Flagged client data copied to a mobile device

•

Category 2
applicable

offences

not

•

Destructive behavior by the
employee

•

Access to personal email
account refused

•

Server located in foreign
countries

Issues

•

Other suspicious activities (moving and deleting
files with client data)

www.baerkarrer.ch
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Fighting computer crime
Next steps

Possible actions
•

Report the case to the authorities

•

Report the case to the Cybercrime Coordination Unit

•

Formal criminal complaint

Issues
•

Reluctance of victims (reputational risk, disbelief)

www.baerkarrer.ch
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Tel.: +41 58 261 57 00
Fax: +41 58 261 57 01
geneva@baerkarrer.ch
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